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CNAME new-fp-shed.wg1.b.yahoo.com. 
wg1.b.yahoo.com IN NS yf1.yahoo.com
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To find out where www.yahoo.com. is: - find out who is responsible for yahoo.com. - find out who is responsible for com. - let’s ask the root!

A? _.yahoo.com

The root tells me a.gtld-servers.net is responsible for com. 
The root also told me what that server’s IP addresses are. 
a.gtld-servers.net tells me ns1.yahoo.com is responsible for yahoo.com. 
It also told me what ns1.yahoo.com's IP addresses are. 
ns1.yahoo.com tells me www.yahoo.com is a CNAME to new-fp-shed.wg1.b.yahoo.com, 
and that yf1.yahoo.com is responsible for wg1.b.yahoo.com. 
It also told me what yf1.yahoo.com's IP address is. 
yf1.yahoo.com finally tells me the IP addresses for new-fp-shed.wg1.b.yahoo.com.

2001:503:a83e::2:30

NS a.gtld-servers.net 
NS b.gtld-servers.net 
NS c.gtld-servers.net 

…

a.gtld-servers.net IN A 192.5.6.30 
a.gtld-servers.net IN AAAA 2001:503:a83e::2:30 
b.gtld-servers.net in A 192.33.14.30  
b.gtld-servers.net in AAAA 2001:503:231d::2:30 
…

A? _.com

2001:500:200::b

NS ns1.yahoo.com 
NS ns2.yahoo.com 
NS ns3.yahoo.com 

…
ns1.yahoo.com in AAAA 
2001:4998:130::1001

2001:4998:130::1001

A? www.yahoo.com

68.142.254.15

A 74.6.231.20 
A 74.6.231.21 
A 74.6.231.25 
A 74.6.231.26 
AAAA 2001:4998:44:3507::8000 
AAAA 2001:4998:124:1507::f000 
AAAA 2001:4998:44:3507::8001 
AAAA 2001:4998:124:1507::f001

yf1.yahoo.com IN A 68.142.254.15

A? new-fp-shed.wg1.b.yahoo.com 
AAAA? new-fp-shed.wg1.yahoo.com
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To find out where www.yahoo.com. is: - find out who is responsible for yahoo.com. - find out who is responsible for com. - let’s ask the root!

2001:500:200::b

A? _.com
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To find out where www.yahoo.com. is: - find out who is responsible for yahoo.com. - find out who is responsible for com. - let’s ask the root!

2001:500:200::b

A? _.com

magic happens
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DNS Implications and Considerations

• information from the DNS is used for authentication, authorization, and as a source of 
truth


• DNSSEC is not widely deployed and carries implementation challenges

• DNSSEC, DoT, and DoH each solve different problems

• DNS traffic is ubiquitous, may escape ACLs and restrictions

• faulty information can lead to unexpected and difficult to troubleshoot failures

• TTLs and caches can prolong outages as you wait for propagation of changes

• if you pwn the DNS, you pwn the entire target

• any time you outsource something, you lose control

• any time you own solving a problem, you assert that you know how to solve this 

better than others
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Links

•https://en.wikipedia.org/wiki/Chaosnet 
•https://www.isc.org/f-root/ 
•https://root-servers.org/ 
•https://www.iana.org/domains/root/files 
•https://en.wikipedia.org/wiki/Domain_Name_System_Security_Extensions 
•https://www.netmeister.org/blog/doh-dot-dnssec.html
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